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1 Introduction

MATLAB Web App Server Product Description

Share MATLAB apps and Simulink simulations as browser-based web apps

MATLAB Web App Server lets you host MATLAB apps and Simulink® simulations as interactive web
apps. You can create apps using App Designer, package them using MATLAB Compiler™, and host
them using MATLAB Web App Server. Your end-users can access and run the web apps using a
browser without installing additional software.

MATLAB Web App Server supports integration with authentication standards such as OpenlD
Connect and LDAP so that you can control access to your web apps. You can host and share multiple
apps developed using different releases of MATLAB and Simulink.
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MATLAB Web App Server Differences

MATLAB Web App Server Differences

MathWorks® has two offerings of MATLAB Web App Server:

* A standalone MATLAB Web App Server product.
* A development version of MATLAB Web App Server included in MATLAB Compiler.

The differences between the standalone MATLAB Web App Server product and the development
version of MATLAB Web App Server in MATLAB Compiler are listed in the following table.

Supported Functionality MATLAB Web App Server Development Version of

Product MATLAB Web App Server in
MATLAB Compiler

Authentication v X

Role-based access v X

Policy-based access v X

Support for multiple releases of | v X

MATLAB

Number of concurrent sessions |Unlimited @ 32

Server setup and configuration |Command-line only Graphical user-interface

Run MATLAB web apps in v X

Docker® containers

a Subject to server hardware limitations.

See Also

More About

. Product Requirements and Platform Availability
. “Install or Uninstall MATLAB Web App Server Product” on page 3-2
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System Requirements and Supported
Browsers




2 System Requirements and Supported Browsers

Supported Browsers and Platform Incompatibilities

2-2

Supported Browsers

Web apps are compatible with commonly used browsers such as Google Chrome®, Safari, Firefox®,
Microsoft Edge®.

For browsers that update automatically, the current stable version is supported.

Web apps are also supported on the Safari browser on iPads, and the Chrome® browser on
Chromebooks.

Platform Incompatibilities

MATLAB Web App Server cannot be installed on Red Hat® Enterprise Linux® 6.

Linux systems require the systemd software suite.

See Also

More About

. “Install or Uninstall MATLAB Web App Server Product” on page 3-2
. “Set Up MATLAB Web App Server” on page 3-4
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Installation and Setup

Install or Uninstall MATLAB Web App Server Product

3-2

Warning MATLAB Web App Server must be installed in a trusted intranet environment on dedicated
hardware. The only purpose of the physical or virtual machine where the server is installed must be
to host web apps that connect to the server. The server must never be exposed to the open Internet.
For more information, see “MATLAB Web App Server Security” on page 4-24.

Install

Installing the MATLAB Web App Server product requires a valid software license, which you can
obtain by purchasing the product or downloading a product trial. For more information, visit the

MathWorks Store.

To download the installer, visit MathWorks Downloads. For detailed instructions, see “Install Products

Using Internet Connection”.

To start the installation, run the MathWorks installer and select the MATLAB Web App Server product

for installation.

Operating System

Instructions

ab R2023a

Windows® Double-click the matlab R2023a win64.exe
file.
Linux 1  Unzip the matlab R2023a glnxa64.zip
file by entering:
unzip matlab R2023a glnxa64.zip -d matl
2 Navigate to the matlab R2023a glnxa64
directory and execute:
xhost +SI:localuser:root
sudo -H ./install
xhost -SI:localuser:root
macOS 1 Double-click the

matlab R2023a maci64.dmg.zip file to
unzip.

2 Double-click the
matlab R2023a maci64.dmg file to mount
the virtual disk.

3 Double-click InstallForMacO0SX file in the
virtual disk.

The installation process creates a default installation folder based on your operating system and the
release version. For instance, the default installation folder for R2023a is as follows:

Operating System

Default Installation Folder

Windows

C:\Program Files\MATLAB\MATLAB Web App
Server\R2023a
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Install or Uninstall MATLAB Web App Server Product

Operating System Default Installation Folder

Linux /usr/local/MATLAB/
MATLAB Web App Server/R2023a

macOS /Applications/MATLAB/
MATLAB Web App Server/R2023a

Uninstall

Caution Before uninstalling the MATLAB Web App Server product from your system, you need to
execute webapps-uninstall from the system command-line. Executing webapps-uninstall
unregisters services and removes default user accounts used by the services. Failing to execute
webapps-uninstall results in orphan services and user accounts and may make subsequent
installations of the product unsuccessful.

To uninstall the MATLAB Web App Server product, follow the usual instructions for uninstalling
MathWorks products. For more information, see “Uninstall MathWorks Products”.

You can manually delete the following folders after uninstalling the product:

Operating System Folders
Windows Apps Folder: %ProgramData%s\MathWorks\webapps\R2023a\apps

Logs Folder: %ProgramData%s\MathWorks\webapps\R2023a\logs

Config Folder: %ProgramData%s\MathWorks\webapps\R2023a\config
Linux Apps Folder: /local/MathWorks/webapps/R2023a/apps

Logs Folder: /local/MathWorks/webapps/R2023a/1l0ogs

Config Folder: /local/MathWorks/webapps/R2023a/config

macOS Apps Folder: /Library/Application Support/MathWorks/webapps/
R2023a/apps

Logs Folder: /Library/Application Support/MathWorks/webapps/
R2023a/1logs

Config Folder: /Library/Application Support/MathWorks/
webapps/R2023a/config

See Also

More About
. “Set Up MATLAB Web App Server” on page 3-4
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3 Installation and Setup

Set Up MATLAB Web App Server

You can set up the server once you complete installing the MATLAB Web App Server product. For
information on installing the product, see “Install or Uninstall MATLAB Web App Server Product” on
page 3-2.

License Manager

You can set up the MATLAB Web App Server without a license manager. However, you will need a
license manager running on your network prior to using the MATLAB Web App Server. For more
information, see “Install License Manager on License Server”.

Install MATLAB Runtime

1 Download the MATLAB Runtime installer from the MathWorks website or the MATLAB desktop.

Option Steps

MathWorks Website Select the appropriate platform and release-
specific installer from:

https://www.mathworks.com/
products/compiler/matlab-
runtime.html

MATLAB Desktop At the MATLAB command prompt, type:

compiler.runtime.download

2 Install the MATLAB Runtime using the installer. For installation instructions, see “Install and
Configure MATLAB Runtime” (MATLAB Compiler).

Set Up the Server

1  After installing the MATLAB Web App Server product, navigate to the folder containing the
MATLAB Web App Server command-line scripts.

Operating System Default Location of Command-Line
Scripts

Windows (Administrator) C:\Program Files\MATLAB\MATLAB Web
App Server\R2023a\script

Linux (sudo) /usr/local/MATLAB/
MATLAB Web App Server/R2023a/
script

macOS (sudo) /Applications/MATLAB/
MATLAB Web App Server/R2023a/
script

2 At the operating system command line, start the interactive setup interface by typing:
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Set Up MATLAB Web App Server

Operating System Command

Windows (Administrator) webapps-setup
Linux (sudo) webapps-setup
macOS (sudo) webapps-setup

MATLAB Web App Server registers two services:

e A service to run the server.
* A service to run the apps.

For platform-specific service names, see “Service Information, Groups, and Folder Locations” on
page 3-6.

3 Enter information about the license server at the prompt. You can specify this information in one
of two ways:

* Port Number@License Server Name. For example: 27000@myLicenseServer.
* Path to the license file. For example: C:\myLicenses\license.lic.

If you do not have a license manager set up, you can just press Enter to continue with the rest of
the setup process. After setting up your license manager, use webapps-config to connect with
the license manager.

4 Specify a user account to run the server service and the apps service. To use the default accounts
press Enter. For account names, see “Service Information, Groups, and Folder Locations” on
page 3-6.

MwWebAppServerR2023a, the default account for running the server service, has permissions to
process HTTP and HTTPS traffic and manage authentication. The account has permissions to
write to the apps folder that contains web apps. It can read an SSL private key and
authentication configuration associated with the server.

MwWebAppWorkerR2023a, the default account for running the apps service, has the permissions
of a standard user on the machine. The account can read and execute web apps as well as
generate logs.

Warning Do not use the same account for the server service and the app service. Using the
same account makes your server vulnerable to malicious app exploits.

5 Specify the MATLAB Runtime versions you want to use by typing y or n at the prompt. The setup
utility automatically finds all MATLAB Runtime versions installed on your machine as long as
they are installed in the default installation location.

If you do not have MATLAB Runtime installed, follow the instructions in “Install MATLAB
Runtime” on page 3-4, and configure it using webapps- runtime.

With the setup complete, you can start the server using webapps-start.

Setup Container Environment

Starting in R2022b, you can run MATLAB web apps in Docker containers. For details, see webapps -
containers.



3 Installation and Setup

To run MATLAB web apps in Docker containers, you must use MATLAB Runtime R2022b or higher.
Earlier versions of MATLAB Runtime are not supported. However, you can continue to use versions of
MATLAB Runtime going back to R2019b if you are not planning on running web apps in containers.

Service Information, Groups, and Folder Locations

Setting up the MATLAB Web App Server creates two services and folders for uploading apps,
capturing logs, and managing the server configuration.

Service Information

Operating System Server Service Information Apps Service Information
Windows Account Name: MwWebAppServerR2023a |Account Name:
MwWebAppWorkerR2023a
Service Name: mw-webapps-R2023a
Service Name: mw-
webapps - launcher-R2023a
Linux Account Name: Account Name:
MwWebAppsServerR2023a MwWebAppsWorkerR2023a
Service Name: mw-webapps-R2023a Service Name: mw-
webapps - launcher-R2023a
Service File: /etc/systemd/system/mw-
webapps-R2023a.service Service File: /etc/
systemd/system/mw-
webapps - launcher-
R2023a.service
macOS Account Name: Account Name:
MwWebAppsServerR2023a MwWebAppsWorkerR2023a
Service Name: com.mathworks.mw- Service Name:
webapps-R2023a com.mathworks.mw-
webapps - launcher-R2023a
Service File: /Library/LaunchDaemons/
com.mathworks.mw-webapps- Service File: /Library/
R2023a.plist LaunchDaemons/
com.mathworks.mw-
webapps - launcher-
R2023a.plist
Groups

Operating System Group Name Description

Windows MwWebAppAuthorsR2023a Members of this group can
upload applications to the
server.

Linux MwWebAppsAuthorsR2023a Members of this group can

upload applications to the
server.
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Set Up MATLAB Web App Server

Operating System Group Name Description

macOS MwWebAppsAuthorsR2023a Members of this group can
upload applications to the
Server.

Folder Locations

Operating System Folders

Windows

Apps Folder: %ProgramData%s\MathWorks\webapps\R2023a\apps
Logs Folder: %ProgramData%s\MathWorks\webapps\R2023a\logs
Config Folder: %ProgramData%s\MathWorks\webapps\R2023a\config

Linux

Apps Folder: /local/MathWorks/webapps/R2023a/apps
Logs Folder: /local/MathWorks/webapps/R2023a/1ogs
Config Folder: /local/MathWorks/webapps/R2023a/config

macOS

Apps Folder: /Library/Application Support/MathWorks/webapps/
R2023a/apps

Logs Folder: /Library/Application Support/MathWorks/webapps/
R2023a/1logs

Config Folder: /Library/Application Support/MathWorks/
webapps/R2023a/config

Create Folders to Organize Web Apps

You can create folders within the apps root folder to organize your web apps. Only folders created at
the root level are displayed on the web apps home page. Subfolders are not supported and are not
displayed on the home page, even if they exist. You must use the webapps-appdir command line
interface to create folders. Otherwise, any folders you create will not have the required permissions.
While creating folders within the apps root folder is optional, doing so lets you organize your web
apps and apply policy-based access to web apps contained within the folders. For more information,
see “Policy-Based Access” on page 4-14.
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/apps
myApp00.ctf

— folder A/
myApp0l.ctf
myAppl2.ctf

— folder B/

myApp03.ctf
myApp04.ctf
myApp05.ctf

— folder C/

myApp04.ctf
myAppl5.ctf
myAppl6.ctf
myAppl07.ctf

See Also
webapps-containers

More About
. “Install or Uninstall MATLAB Web App Server Product” on page 3-2
. “Policy-Based Access” on page 4-14
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Upgrading to MATLAB Web App Server Product

Caution You cannot run the development version of MATLAB Web App Server in MATLAB Compiler
and the MATLAB Web App Server product on the same machine.

To upgrade to the MATLAB Web App Server product from the development version of MATLAB Web
App Server in MATLAB Compiler, you need to:

1  Unregister the services associated with the development version of MATLAB Web App Server by
clicking Unregister in the server application.

2  Install the MATLAB Web App Server product. For more information, see “Install or Uninstall
MATLAB Web App Server Product” on page 3-2.

3 Set up the MATLAB Web App Server product. For information, see “Set Up MATLAB Web App
Server” on page 3-4.

Your apps, config, and logs, folders are retained during the upgrade process. For more
information, see “Service Information, Groups, and Folder Locations” on page 3-10.

See Also

More About

. “Install or Uninstall MATLAB Web App Server Product” on page 3-2
. “Set Up MATLAB Web App Server” on page 3-4
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Service Information, Groups, and Folder Locations
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Setting up the MATLAB Web App Server creates two services and folders for uploading apps,
capturing logs, and managing the server configuration.

Service Info

Operating System

Server Service Information

Apps Service Information

Windows Account Name: MwWebAppServerR2023a |Account Name:
MwWebAppWorkerR2023a
Service Name: mw-webapps-R2023a
Service Name: mw-
webapps - launcher-R2023a
Linux Account Name: Account Name:
MwWebAppsServerR2023a MwWebAppsWorkerR2023a
Service Name: mw-webapps-R2023a Service Name: mw-
webapps-launcher-R2023a
Service File: /etc/systemd/system/mw-
webapps-R2023a.service Service File: /etc/
systemd/system/mw-
webapps-launcher-
R2023a.service
macOS Account Name: Account Name:
MwWebAppsServerR2023a MwWebAppsWorkerR2023a
Service Name: com.mathworks.mw- Service Name:
webapps-R2023a com.mathworks .mw-
webapps-launcher-R2023a
Service File: /Library/LaunchDaemons/
com.mathworks .mw-webapps - Service File: /Library/
R2023a.plist LaunchDaemons/
com.mathworks .mw-
webapps-launcher-
R2023a.plist
Groups

Operating System

Group Name

Description

Windows

MwWebAppAuthorsR2023a

Members of this group can
upload applications to the
Server.

Linux

MwWebAppsAuthorsR2023a

Members of this group can
upload applications to the
server.

macOS

MwWebAppsAuthorsR2023a

Members of this group can
upload applications to the
server.




Service Information, Groups, and Folder Locations

Folder Locations

Operating System

Folders

Windows

Apps Folder: %ProgramData%s\MathWorks\webapps\R2023a\apps
Logs Folder: %ProgramData%s\MathWorks\webapps\R2023a\logs
Config Folder: %ProgramData%s\MathWorks\webapps\R2023a\config

Linux

Apps Folder: /local/MathWorks/webapps/R2023a/apps
Logs Folder: /local/MathWorks/webapps/R2023a/1l0gs
Config Folder: /local/MathWorks/webapps/R2023a/config

macOS

Apps Folder: /Library/Application Support/MathWorks/webapps/
R2023a/apps

Logs Folder: /Library/Application Support/MathWorks/webapps/
R2023a/1logs

Config Folder: /Library/Application Support/MathWorks/
webapps/R2023a/config

See Also

More About

. “Set Up MATLAB Web App Server” on page 3-4
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Configure Server to Use MATLAB Runtime

If you did not configure the MATLAB Web App Server to use a version of MATLAB Runtime during the
setup process, you can do so using the webapps- runtime command. However, before configuring
the server to use a version of MATLAB Runtime, verify that you have one installed.

Note MATLAB Runtime starting from R2019b up until the most recent release is supported. You can
use multiple versions of the MATLAB Runtime with the server, but you cannot use a version that is
newer than the version of the server you are using.

Install MATLAB Runtime

1 Download the MATLAB Runtime installer from the MathWorks website or the MATLAB desktop.

Option Steps

MathWorks Website Select the appropriate platform and release-
specific installer from:

https://www.mathworks.com/
products/compiler/matlab-
runtime.html

MATLAB Desktop At the MATLAB command prompt, type:

compiler.runtime.download

2 Install MATLAB Runtime using the installer. For installation instructions, see “Install and
Configure MATLAB Runtime” (MATLAB Compiler).

Configure the Server

To configure the server to use a version of MATLAB Runtime:

1 Navigate to the command-line scripts folder.

Operating System Default Location of Command-Line
Scripts

Windows (Administrator) C:\Program Files\MATLAB\MATLAB Web
App Server\R2023a\script

Linux (sudo) /usr/local/MATLAB/
MATLAB Web App Server/R2023a/
script

macOS (sudo) /Applications/MATLAB/
MATLAB Web App Server/R2023a/
script

2  Execute the webapps-runtime command with the add option and a path to the MATLAB
Runtime installation.

webapps-runtime add <Path to MATLAB Runtime installation>
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Configure Server to Use MATLAB Runtime

See Also

More About
. “Set Up MATLAB Web App Server” on page 3-4
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Customize MATLAB Web App Server Apps Home Page

3-14

To change the title, background color, font type, and font size of the banner in the apps home page,
navigate to the customization folder and edit the CustomConstants.json and custom-css.css

files.

Operating System Default Location of Command-Line Scripts

Windows C:\Program Files\MATLAB\MATLAB Web App Server\R2023a

(Administrator) \resources\spfres\services\mdwas\home\customization

Linux (sudo) /usr/local/MATLAB/MATLAB Web App Server/R2023a/resources/
spfres/services/mdwas/home/customization

macOS (sudo) /Applications/MATLAB/MATLAB Web App Server/R2023a/
resources/spfres/services/mdwas/home/customization

Change the Banner Title

1

Open the CustomConstants. json file in a text editor.
{

}

Change the "MATLAB Web App Server" default title to a custom title. The maximum length of
the title can be around 50 characters depending on the font type and size.

"WEB_APPS HEADER": "MATLAB Web App Server"

Save the file and refresh the apps home page.

Change the Background Color, Font Type, and Font Size of the Banner

1

Open the custom-css.css file in a text editor.

/* Banner Color */
.clientmdwas .headerBanner {
background-color: rgb(32, 126, 178);

}

/* Banner Title Font and Font Size*/
/* Recommended default settings */
.clientmdwas .bannerTitle {
font-family: Arial, cursive;
font-size: 28px; /* Recommended range 20-30px, depending on font family used */

}

To change the banner color, set the background-color property to a valid CSS color. For
details, see CSS Colors.

To change the font type, set the font-family property to a valid CSS font type. For details, see
CSS Fonts.


https://www.w3schools.com/css/css_colors.asp
https://www.w3schools.com/css/css_font.asp

Customize MATLAB Web App Server Apps Home Page

4 To change the font size, set the font-size property to a valid CSS font size. The recommended

range is 20-30px. For details, see CSS Font Size.
5 Save the file and refresh the apps home page.

See Also

More About
. “Set Up MATLAB Web App Server” on page 3-4

External Websites

*  https://www.w3schools.com/css/css_colors.asp

. https://www.w3schools.com/css/css_font.asp

. https://www.w3schools.com/css/css_font size.asp
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https://www.w3schools.com/css/css_font_size.asp




Security




4 Security

Enable SSL

Note

* MATLAB Web App Server only supports the . pem SSL certificate format.
* SSL keys must be 2048 bits in length and must be private.

* Intermediate certificates are not supported by the server.

» Private key should not be password protected.

To enable Secure Sockets Layer (SSL) on the server:

1 Obtain a certificate file and private key file for the server from a certificate authority and place
these files in a location accessible to the MATLAB Web App Server.

2 At the terminal, navigate to the folder containing MATLAB Web App Server command-line scripts.

Operating System Default Location of Command-Line
Scripts

Windows (Administrator) C:\Program Files\MATLAB\MATLAB Web
App Server\R2023a\script

Linux (sudo) /usr/local/MATLAB/
MATLAB Web App Server/R2023a/
script

macOS (sudo) /Applications/MATLAB/
MATLAB Web App Server/R2023a/
script

3 At the terminal, type:

webapps-config set ssl certificate file <path to certificate file>
4 At the terminal, type:

webapps-config set ssl private key file <path to private key file>
5 At the terminal, type:

webapps-config set ssl enabled true
6 Restart the server.

Note The private key file must be in a location that is readable only by the server account.

A convenient location to store the certificate file and private key file is the webapps private folder.
For the location of the webapps private folder, see “Authentication” on page 4-4.
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Enable SSL

See Also

More About

. “Authentication” on page 4-4
. “Role-Based Access” on page 4-10

External Websites

. How do I generate a self-signed certificate for testing HTTPS functionality in MATLAB Web App
Server?
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Authentication
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Note Authentication is supported in the standalone MATLAB Web App Server product and not the
development version included in MATLAB Compiler. For details, see “MATLAB Web App Server
Differences” on page 1-3.

Prerequisite

* Enable SSL on the server. For more information, see “Enable SSI’ on page 4-2.

Create webapps_authn.json File

Authentication lets you validate a user's credentials and helps you control which users can access
web apps deployed on the server.

MATLAB Web App Server supports authentication using Lightweight Directory Access Protocol
(LDAP) and OpenID Connect (OIDC).

To enable authentication:

Check if SSL is enabled. For more information, see “Enable SSI” on page 4-2.

2 Create a file named webapps_authn. json and place it in the webapps private folder, which
is located within the config folder. The format for webapps authn. json depends on whether
you are using LDAP or OIDC for authentication.

The webapps private folder can be found in:

Operating System Folder Location

Windows %ProgramData%s\MathWorks\webapps
\R2023a\config\webapps private

Linux /local/MathWorks/webapps/R2023a/

config/webapps private

macOS /Library/Application Support/
MathWorks/webapps/R2023a/config/
webapps private

LDAP Authentication

An LDAP directory server stores information about users, groups, and applications. Each entry in the
directory consists of three components: a distinguished name (DN), a collection of attributes, and a
collection of object classes.

To use LDAP authentication, create a file named webapps_authn. json using the following JSON
schema and place it in the webapps_private folder.

{

"version": "1.2.0",
Iltypell: Illdapll’
"authnConfig": {



Authentication

"host": "<LDAP server host name>",
"port": "<LDAP server port number>",
"searcherDN": "",
"searcherPassword": "",
"baseDN": "<Point in LDAP from where to start search for a user>",
"userFilter": "<Filter syntax>"

}I

"appConfig": {
"checkSSLCA": "<Boolean indicating whether to check for trusted SSL certificate>",
"trustedSSLCA": "<Path to trusted SSL certificate>",
"displayName": "<Identifier to display on MATLAB Web App Server home page>",
"tokenExpirationMin": "<Token expiration duration in minutes>",
"userAttributeName": "<Attribute name to identify user objects>",
"groupAttributeName": "<Attribute name to identify group objects>"

}

version: Specify the version of the JSON schema. Default value for R2023a is: 1.2.0.
type: Specify the type of authentication to use. Set this value to ldap.
host: Specify the LDAP directory server host name. For example: myldap.example. com.

port: (Optional) Specify the LDAP directory server port number. For example: 389. If a port
number is not specified, the default port will be used. The MATLAB Web App Server uses SSL/
STARTTLS to secure communication with the LDAP server. This ensures that usernames and
passwords that are transmitted through an encrypted channel between MATLAB Web App Server
and the LDAP server. By default, the server uses the standard port 636 for SSL on Windows and
port 389 for STARTTLS on Linux and macOS. The LDAP server must be configured to allow SSL/
STARTTLS connection over the specified (or default) LDAP port; otherwise, authentication will
fail.

searcherDN: Specify the searcher account's DN in the directory. The default value is "".
Searcher DN refers the account allowed to search the LDAP directory server. For example:
"cn=admin,dc=example,dc=com".

searcherPassword: Searcher account's password. The default value is "".

MATLAB Web App Server uses the values for searcherDN and searcherPassword to search for
a user's DN using a userFilter. The discovered DN is subsequently validated against with the
entered password through LDAP. Values for searcherDN and searcherPassword are not
required if the LDAP server provides access for anonymous authentication.

Since the webapps _authn. json file lives within the webapps private folder, which is only
readable by the server account, the searcher’s credentials are protected from apps or other users
who log in to the server.

baseDN: Specify the base DN in the directory. The base DN is the location in the directory where
the application starts searching for a user. For example: dc=myldap,dc=example,dc=com.

userFilter: Specify a filter to find a user's DN. MATLAB Web App Server uses userFilter to find
the user’s DN that matches the entered username